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--- INCIDENT INTAKE & INITIAL ASSESSMENT ---
[ ] Incident Ticket ID
[ ] Incident Severity Level (Critical (P1) - Total Service Outage, High (P2) - Major Functionality Degradation, Medium (P3) - Partial Service Disruption, Low (P4) - Minor Bug or Feature Request)
[ ] Incident Detection Timestamp
[ ] Initial Issue Description
[ ] Affected Cloud Services (Compute (EC2/VMs), Storage (S3/Blob), Networking (VPC/DNS), Database (RDS/SQL), Identity & Access (IAM))
[ ] Error Logs or Screenshots

--- CLOUD ENVIRONMENT & RESOURCE IDENTIFICATION ---
[ ] Cloud Service Provider (Amazon Web Services (AWS), Microsoft Azure, Google Cloud Platform (GCP), Oracle Cloud (OCI), IBM Cloud, Other)
[ ] Affected Resource ID
[ ] Impacted Service Layers (Compute (EC2/VMs), Storage (S3/Blob/Disk), Database (RDS/SQL/NoSQL), Networking (VPC/DNS/CDN), Identity & Access (IAM/AD), Containerization (Kubernetes/ECS))
[ ] Cloud Region/Availability Zone (US-East (N. Virginia), US-West (Oregon), EU-Central (Frankfurt), AP-Southeast (Singapore), Other/Global)
[ ] Environment Context Details

--- SERVICE LEVEL AGREEMENT (SLA) VERIFICATION ---
[ ] SLA Tier Level (Critical (P1) - 1 Hour Response, High (P2) - 4 Hour Response, Medium (P3) - 1 Business Day Response, Low (P4) - 3 Business Days Response)
[ ] Incident Start Timestamp
[ ] Current Time Remaining (Minutes)
[ ] Impacted Service Categories (Compute/EC2, Storage/S3, Database/RDS, Networking/VPC, Identity/IAM)
[ ] SLA Breach Risk Assessment
[ ] Incident Manager Verification

--- DIAGNOSTIC & TROUBLESHOOTING PROTOCOLS ---
[ ] Impacted Cloud Service Provider (AWS, , Google Cloud Platform (GCP), Other/Hybrid)
[ ] Components Under Investigation (Compute Instances (EC2/VM), Storage Buckets (S3/Blob), Networking (VPC/DNS/VPN), Database Services (RDS/SQL), Load Balancers, IAM & Permissions)
[ ] Error Code or Exception Log Snippet
[ ] Detailed Diagnostic Findings
[ ] System Logs or Screenshot of Error
[ ] Time of First Detected Anomaly

--- ESCALATION & INCIDENT RESPONSE MANAGEMENT ---
[ ] Escalation Severity Level (P1 - Critical (Total Outage), P2 - High (Degraded Performance), P3 - Medium (Partial Functionality Loss), P4 - Low (Minor Issue/Inquiry))
[ ] Primary Stakeholders Notified (DevOps Team, Security Operations (SOC), Cloud Infrastructure Architects, Customer Success Managers, IT Management)
[ ] Escalation Reference ID
[ ] Time of Escalation Trigger
[ ] Incident Summary for Management
[ ] System Logs or Error Screenshots

--- INFRASTRUCTURE REMEDIATION & RECOVERY ---
[ ] Primary Remediation Action Taken (Instance/Container Restart, Snapshot/Backup Restoration, Scaling Event (Vertical/Horizontal), Network/Security Group Update, Configuration Rollback, Traffic Re-routing/Failover)
[ ] Affected Cloud Services (Compute (EC2/VM), Storage (S3/Blob), Database (RDS/SQL), Networking (VPC/DNS), Identity (IAM/AD))
[ ] Recovery Command/Script Used
[ ] Recovery Log/Error Logs
[ ] Completion Date of Recovery
[ ] Lead Engineer Approval

--- COMMUNICATION & STAKEHOLDER UPDATES ---
[ ] Stakeholder Impact Level (Low (Individual User), Medium (Departmental), High (Enterprise-wide), Critical (Global/Public))
[ ] Primary Communication Channel
[ ] Update Summary for Stakeholders
[ ] Last Update Sent Timestamp
[ ] Recipient Groups Notified (Engineering Team, Product Management, Customer Success, Executive Leadership, External Clients)
[ ] Incident Lead Approval

--- POST-INCIDENT REVIEW & ROOT CAUSE ANALYSIS (RCA) ---
[ ] Incident Occurrence Date
[ ] Time of Incident Detection
[ ] Primary Root Cause Category (Hardware/Infrastructure Failure, Software/Code Bug, Configuration/Deployment Error, Security Breach/Unauthorized Access, Network/Connectivity Issue, Human Error)
[ ] Detailed Root Cause Description
[ ] Impacted Cloud Services (Compute (EC2/VMs), Storage (S3/Blobs), Database (RDS/SQL), Networking (VPC/DNS), Identity & Access (IAM))
[ ] Corrective Actions & Prevention Plan
[ ] Upload System Logs or Error Screenshots
[ ] Lead Engineer Approval

--- POST-RESOLUTION VERIFICATION & MONITORING ---
[ ] Service Restoration Status (Fully Restored, Degraded Performance, Partial Functionality)
[ ] Monitored Cloud Components (Compute Instances (EC2/VM), Database Clusters (RDS/SQL), Storage Buckets (S3/Blob), Load Balancers, Network/VPC Connectivity)
[ ] Error Rate Percentage Post-Recovery
[ ] Verification Completion Date
[ ] Observed Anomalies Post-Recovery
[ ] Cloud Engineer Validation

--- INCIDENT CLOSURE & DOCUMENTATION UPDATE ---
[ ] Incident Resolution Date
[ ] Time of Service Restoration
[ ] Root Cause Category (Configuration Error, Hardware/Provider Outage, Security Breach/Unauthorized Access, Software Bug/Deployment Issue, Network/Connectivity Issue, Human Error)
[ ] Summary of Resolution Steps
[ ] Documentation Updated (Knowledge Base (KB) Article, Incident Report/RCA Document, Infrastructure Asset Inventory, SLA Compliance Log)
[ ] Final Incident Report (RCA) PDF
[ ] Service Desk Lead Approval
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