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Initial Detection and Verification
Steps to confirm the occurrence of a potential data breach, identify the source,
and determine the scope of the unauthorized access.

Date of Detection

Enter date...

Time of Detection

Enter time...

Detection Source/Method

Write something...

Initial Severity Level
Low

Medium

High

Critical

https://checklistguro.com/


Description of Initial Symptoms or Anomalies

Write something...

Identified Affected Systems
Email Server

Database

Cloud Storage

Endpoint/Workstation

Network Infrastructure

Initial System Logs or Screenshots

  Upload File

Verifier Confirmation

Immediate Containment and Isolation
Critical actions to stop further data leakage, including disconnecting
compromised systems, revoking access credentials, and securing affected
servers.



Affected System/Server ID

Write something...

Containment Action Taken
Network Disconnection

Account Suspension

Password Reset

Endpoint Quarantine

Service Shutdown

Containment Completion Date

Enter date...

Containment Completion Time

Enter time...

Containment Summary

Write something...

Containment Evidence Log

  Upload File



Incident Responder Authorization

Impact Assessment and Data Scoping
Procedures for identifying which specific datasets, PII (Personally Identifiable
Information), or sensitive records were accessed or exfiltrated.

Date of Data Compromise Discovery

Enter date...

Types of Data Affected
Personally Identifiable Information (PII)

Protected Health Information (PHI)

Financial/Credit Card Data (PCI)

Intellectual Property

Login Credentials/Passwords

Internal Corporate Communications

Estimated Number of Affected Records

Enter a number...



Detailed Description of Compromised Data Scope

Write something...

Evidence of Data Exfiltration (Logs/Screenshots)

  Upload File

Severity Level of Impact
Low - Minimal Risk

Medium - Potential Risk

High - Critical Risk

Critical - Immediate Threat

Forensic Investigation and Analysis
Detailed protocols for analyzing system logs, malware analysis, and
reconstructing the timeline of the breach for evidentiary purposes.

Date of Breach Detection

Enter date...

Time of Breach Discovery

Enter time...



Identified Entry Point

Write something...

Affected Data Categories
Personally Identifiable Information (PII)

Financial/Payment Data

Protected Health Information (PHI)

Intellectual Property

Login Credentials

Detailed Incident Timeline

Write something...

System Log Archives and Forensics Reports

  Upload File

Lead Forensic Investigator Sign-off

Regulatory and Legal Notification
A framework for meeting mandatory reporting deadlines to authorities (such as
GDPR, CCPA, or HIPAA) and legal counsel coordination.



Date of Discovery

Enter date...

Primary Regulatory Body Involved
GDPR (EU Data Protection Authorities)

CCPA/CPRA (California Attorney General)

HIPAA (HHS)

Other/Local Jurisdiction

Regulatory Agencies Notified
Data Protection Officer (DPO)

Law Enforcement

State Attorney General

External Legal Counsel

Summary of Notification Content

Write something...

Evidence of Notification (Email/Letter)

  Upload File



Compliance Officer Verification

Stakeholder and User Communication
Standardized workflows for notifying affected individuals, employees, partners,
and the media to manage reputation and transparency.

Notification Date

Enter date...

Primary Communication Channel
Email

Physical Mail

Phone Call

Company Portal/Intranet

Public Press Release

Affected Stakeholder Groups
Internal Employees

Customers/Clients

Regulatory Bodies

Third-party Vendors

Legal Counsel

Law Enforcement



Communication Summary

Write something...

Copy of Official Notice

  Upload File

Communications Lead Approval

Remediation and System Hardening
Post-breach technical tasks including patching vulnerabilities, updating firewall
rules, and implementing multi-factor authentication upgrades.

Hardening Measures Implemented
Password/Credential Reset

Security Patch Deployment

Firewall Rule Updates

Endpoint Protection Deployment

MFA (Multi-Factor Authentication) Activation

Network Segmentation



Vulnerability Identified

Write something...

Detailed Remediation Summary

Write something...

Completion Date of Hardening

Enter date...

Security Scan/Validation Report

  Upload File

IT Security Lead Approval

Post-Incident Review and Documentation
Finalizing the incident report, conducting a 'Lessons Learned' session, and
updating the Incident Response Plan for future prevention.



Date of Post-Incident Review Meeting

Enter date...

Incident Review Lead

Write something...

Summary of Root Cause Analysis

Write something...

Identified Security Gaps
Software Vulnerability

Human Error/Phishing

Misconfigured Cloud Settings

Third-Party Vendor Breach

Physical Security Breach

Final Incident Report PDF

  Upload File

Compliance Officer Approval



  Previous   Next   Finish

  Generate Sample Report


